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PURPOSE
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Internal Audit
Standards™

Continuous Auditing
and Monitoring
3 Edition

Auditing IT Governance and
IT Management
3 Edition

i

Internal Auditing
Competency Framework~

Auditing Cybersecurity
Operations: Prevention
and Detection

27 Edition

Communicating
Final Engagement
Results

Auditing Computing
Infrastructure
and IT Operations

Coordination and Reliance:
Working with Other
Assurance Providers

Auditing Identity and
Access Management
2Edition

Auditing Model
Risk Management

= DN MmN niye

Developing a Risk-based
Internal Audit Plan
2 Edition

Developing an Internal
Audit Strategy

Auditing Capital Adequacy
and Stress Testing
for s

Auditing Cyber Incident
Response and Recovery
2~ Edition

GUIDANCE ‘GUIDANCE ‘GUIDANCE
GTAG: Auditing Cybersecurity GTAG: Auditing Identity and GTAG: Auditing Cyber Incident
Operations: Prevention and Access Management, 2nd Edition Response and Recovery, 2nd
Detection, 2nd Edition Edition

Updated and aligned with the Global
GTAG: Auditing Cybersecurity Operations: Internal Audit Standards. Cyberattacks are consistently ranked

Prevention and Detection, 2nd Edition among the most significant business risks.
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Section 1: X Organization — Internal Audit Function’s Strategic Plan

Internal Audit Function’s Purpose Statement (where are we going?)

Developing an Internal
Audit Strategy

Why do we exisz? (from the internol audit charter) Whot Is the

Purpose , o
value of internal auditing to the arganizotion?

vision Where do we want to be in the future? (desired future stote)

WAt i5 Important o us fn how we conduct our business? Section 2: Simplified Strategic Plan Format for Reporting to the Board

ion’s Internal Audit Function Strategy

Companion lIA Audit Tool:
strategic Challenge(s) to be Addressed
Purpose

« Internal Audit Function Critical chalienges or OpPOFTUNITIES G5 identified from Gops between the current state (as derived

from the strategic scan) and the vision (desired future state) that we must address 1o achieve our

Strategic Plan Template long-term objectives Values
Vision
Strategic Objectives Performance Measures®
Specific, measurable gools that address Howe will we know if we are successful?
identified strategic challenges (corresponding tq Strategic Objectives Performance Measures and Target
the previousiy identified gaps between the 1. 1.
current state ond vision)
2 2
3 3.

es Start month/year End month/year

an to achieve the object

and who s responsible?
What are the key dependencies within our organization?

ASSIGNED TO:

ASSIGMED TO:

ASSIGNED TO.

ASSIGNED TO-.

Aligns with the Global Internal Audit Standards

ASSIGNED TO:

& The Institute of
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Communicating
Final Engagement
Results

Executive Summary

Conclusion

Companion lIA Audit Tools: State the internal auditors’ overall conclusion on the governance, risk management, and control

+ Audit Report processes of the activity under review.

+ Audit Report Presentation Objectives and Scope

Briefly summarize the purpose/goals of the engagement. State the engagement objectives,
linking them to the objectives of the activity under review.

State the scope of the engagement in relation to the objectives above. Scope and objectives
should be aligned with the engagement risk assessment. Specify the period and activities
audited

Background

Include relevant background information; for example, the departments responsible for the
activity under review and the activity's significance to the organization's success

(naxn) nIT

Briefly summarize the findings with the highest level of significance, for example, using ratings.

Management Response (Optional)

If the audit methodology allows management to respond formally to the conclusion or findings,
include a brief response here.

Statement of Conformance/Nonconformance with the Global Internal Audit E n ga ge m e nt T I tle

Aligns with the Global Intemnal Audit Standards Standards (as appropriate) Report Date

A statement that the engagement is conducted in conformance with the Standards should be
included in the final engagement communication if it applies. If the engagement was not
conducted in conformance with the Standards, that must be mentioned, following the specific
requirements of Standard 15.1 Final Engagement Communication.

Internal Audit Team

Name, Chief Audit Executive

Name, Internal Audit Director/Manager
Name, Project Lead

Name, Audit Staff

& The Institute of
$ Internal Auditors
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