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Cyber-fintech company focused on corporate payments security

Alon Cohen
Founder,
Chairman & CEO
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Partnerships
CO-SELL
PARTNER

About Us

Customers across multiple Industries

Manufacturing Media &
Comms

Medical
Devices

Semiconductors Energy

Food &
Beverage

Financial
Services

Chemicals Commodities High-tech
& Software

SOC 2 type 2 
certified by EY



Payments, Heist & Fraud Evolution



What attack should you fear the most?

Price = 150,000$
P = 0.6

Price = 90,000$
P = 0.95

Nearly 70% of employees polled in a new survey said they 
recently received cybersecurity training from their 
employers, yet 61% nevertheless failed when asked to 
take a basic quiz on the topic.

FBI - 2020 Internet Crime Report 

In 2020, the IC3 received 
19,369 BEC/EAC complaints 
with adjusted losses of
over $1.8 billion

In 2020, the IC3 received 
2,474 complaints identified as 
ransomware with adjusted 
losses of over $29.1 million

62*

Ransomware
Payment 

Fraud
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Manual Controls = Human weaknesses
Bank Account Ownership ConfirmationPhone callMultiple Approvers

By Jesse Damiani September3, 2019

A Voice Deepfake Was Used To 
Scam A CEO Out Of $243,000

unnamed UK-based 
energy firm
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Supplier Bank/ACHFinance & Ops Systems

New / updated Banking details Payment  TransactionsVendors File

Bad Insiders
Cyber Attacks

Bad Insiders
Cyber Attacks

כך נגנבו:טק-עוקץ בהיי
אפ-מסטארטמיליון דולר
דרך המייל-ישראלי 

הקורונה חשפה
במקסימדיהחשד למעילה 

Social Engineering
Human Error
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Patisserie Valerie scandal:

Five people arrested

Bangladesh Bank 
Attackers Hacked SWIFT 
Software

How poor management
Helped an ABB employee
Steal $103 million

Over $37 Million
Lost by Toyota Boshoku 
Subsidiary in BEC Scam

Former Tesla Employee
Allegedly Embezzled

Over $9 Million

Swindlers extort USD 
700,000 from LOT 
Polish Airlines

Media Giant Nikkei Loses 
$29 Million to BEC 
Scammers

Former Microsoft exec 
sentenced to 28 months in 
prison for Super Bowl ticket 
and invoice fraud

Facebook & Google were 
conned out of $100m in 
phishing scheme

A ‘simple’ email scam 
almost cost Barbara 
Corcoran $380,000

How NBA executive Jeff 
David stole $13 million from 
the Sacramento Kings

Investment Firm Hit by 
BEC Scam
Norway's Norfund
Investigating Breach of 
Internal Network
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Payment Security Today

The Broken Equation
Manual & Human 

Technology



It’s time to put an end
to outdated processes

& take a new, technology-driven, 
fraud-proof approach
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PaymentKnox™: Holistic Payment Protection

Fraud-proof External Security Layer
Cooperative Cyber Security™ (CCS)

Incoming 
Payment
Security

Outgoing
Payment 
Security

Global Account Validation & Bank Account Certificates™



PaymentKnox™ - The Only Global Solution
Any Account, Anywhere (Sample geographies)



Validate Any Account Anywhere

International Business Machines Corporation

International Business Machines Corporation



Validate 
Account 
Ownership
before 
storing in 
your systems

Protect 
Payment 
Data
against internal and 
external 
manipulation

Verify 
Payment 
Transactions
before approving 
for payment

Secure
Data is Protected by CCS

Outgoing Payment Security
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Validate any account

anywhere in the world

with a unique global account 

validation technology and service

Eliminate manual

process errors

with an automated approach 

to account validation and 

payments protection

Avoid financial & 

reputational damage
caused by fraud against 

accounts payable and 

accounts receivable

Prevent 

manipulation 
through detection &

alerting to discrepancies 

in data and transactions 

Prevent every type of 

payment fraud

social engineering, 

cyberattacks, insiders 

PaymentKnox delivers unparalleled protection
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THANK

YOU!
Udi Bitan
T: +972-52-9241562
M: udi.bitan@nsknox.net
W: www.nsknox.net

mailto:Udi@nsKnox.net
https://www.nsknox.net/

