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Iran cyberattack on Israel’s
water supply could have
sickened hundreds - report

Western official says April hack aimed to raise chlorine to dangerous
levels; Israeli official says attack began tit-for-tat on civilian targets

By TOI STAFF and AGENCIES 0 o @ 9 @
1 June 2020,8:26am | N
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The Eshkol water fiitration plant in northern Israel, April 17, 2007. (Moshe Shai/FLASH90)

Iran tried to increase chlorine levels in the water flowing to residential
areas during April’s cyberattack against Israel’s water systems, a Western
intelligence official has told the Financial Times.

May 2020

Iran tried to increase chlorine levels in the water
flowing to residential areas during cyberattack

against Israel’s water systems
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Hacker breaks into Florida water treatment facility, changes

chemical levels
February 9, 2021

, Hackers broke into a water treatment
5'1,. B\ ¥ facility in Florida, gained access to an
i e internal ICS platform and changed
Y P2 chemical levels, making the water

£t _{_‘" s unsafe to consume.

The hacker increased the amount of NaOH
(Sodium Hydroxide) in the drinking water

1 OO times the required value

Hackers broke into a water treatment facility in Florida, gained access to an

Eebruary:9.2021 internal ICS platform and changed chemical levels, making the water unsafe

Maria Henriguez to consume.

Yosi Shavit MBA, CISO, CISM, CDPSE - Information Security & Cyber Expert
Head of ICS Cyber Security Department
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Water Treatment Plant

Pump3

This chemical feed system shows two storage
Flow Rate

tanks of Sodium Hydroxide and three pumps.
Click on the pumps for manual control and SAAET
setpoints.

Color Legend

@ On line @ Off line () Failed/New Alarm

Ack | Priority Time In Time Last Tagname Status | value | Description

14:48 27.055 14.:48:29.055 IFD{|_PHARM _RECLAIMLEVEL 443.32 Reclamation Tank Level

14:48:27.055 14:48:23 055 IFIX1_B

e e e —— o — o 5

<!

3 ] Water/ Wastewater ‘ Chemical I Discrete Mig. l Pharmaceutical iFix Technology I Help File
PI'G‘ViOUSI o, ” > | Next Chemical Feed | Backwash Fillel[\ | Trending | Alarms I Reports l
Feed System J
Click on pumps for Control
1 CMP-0901
Pump
mifmin Destination _,
OFFLINE
2 CMP-0902
| Pump
Storage Tank 1 Storage Tank 2 ‘ Flow Rate _
l 5340 | 6232 ;
GAL GAL . mi/min Deﬁsg{ggtio_n 254

Destination _,

|Total Alaims: 25 (Filter: Area In "Waste_Water" |Sort: Time In, Descending

Yosi Shavit MBA, CISO, CISM, CDPSE - Information Security & Cyber Expert
Head of ICS Cyber Security Department
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Colonial Pipeline

May 7, 2021

Colonial Pipeline billing system was compromised while
the operational technology systems were not affected.
According to CNN sources in the company, the inability to
bill the customers was the reason for halting the pipeline
operation Colonial Pipeline reported that it shut down the
pipeline as a precaution due to a concern that the hackers
might have obtained information allowing them to carry

out further attacks on vulnerable parts of the
pipeline the day after the attack

Further attacks = Hazardous Material Attack: fires and explosions

Yosi Shavit MBA, CISO, CISM, CDPSE - Information Security & Cyber Expert
Head of ICS Cyber Security Department

Cellular: 058-6662242 Mail: yosish@sviva.gov.il yosish@gmail.com 2022 nxme 21 16
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