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1. The organization demonstrates a commitment to integrity and ethical values.

. The board of directors demonstrates independence from management and

exercises oversight of the development and performance of internal control.

. Management establishes, with board oversight, structures, reporting lines,and

appropriate authorities and responsibilities in the pursuit of objectives.

. The organization demonstrates a commitment to attract, develop, and retain

competent individuals in alignment with objectives.

. The organization holds individuals accountable for their internal control

responsibilities in the pursuit of objectives.

. The organization specifies objectives with sufficient clarity to enable the

identification and assessment of risks relating to objectives.

. The organization identifies risks to the achievement of its objectives across

the entity and analyzes risks as a basis for determining how the risks should
be managed.

. The organization considers the potential for fraud in assessing risks to the

achievement of objectives.

. The organization identifies and assesses changes that could significantly

impact the system of internal control.

. The organization selects and develops control activities that contribute to the

mitigation of risks to the achievement of objectives to acceptable levels.

. The organization deploys control activities through policies that establish what

is expected and procedures that put policies into action.

. The organization selects and develops general control activities over

technology to support the achievement of objectives

. The organization obtains or generates and uses relevant, quality information

to support the functioning of other components of internal control.

. The organization internally communicates information, including objectives

and responsibilities for internal control, necessary to support the functioning
of internal control.

. The organization communicates with external parties regarding matters

affecting the functioning of other components of internal control.

. The organization selects, develops, and performs ongoing and/or separate

evaluations to ascertain whether the components of internal control are
present and functioning.

. The organization evaluates and communicates internal control deficiencies

in a timely manner to those parties responsible for taking corrective action,
including senior management and the board of directors, as appropriate.

The organization establishes and communicates
a Fraud Risk Management Program that
demonstrates the expectations of the board

of directors and senior management and their
commitment to high integrity and ethical values
regarding managing fraud risk.

The organization performs comprehensive
fraud risk assessments to identify specific fraud
schemes and risks, assess their likelihood and
significance, evaluate existing fraud control
activities, and implement actions to mitigate
residual fraud risks.

The organization selects, develops, and deploys
preventive and detective fraud control activities
to mitigate the risk of fraud events occurring or
not being detected in a timely manner.

The organization selects, develops, and deploys
preventive and detective fraud control activities
to mitigate the risk of fraud events occurring or
not being detected in a timely manner.

The organization selects, develops, and performs
ongoing evaluations to ascertain whether each
of the five principles of fraud risk management
is present and functioning and communicates
Fraud Risk Management Program deficiencies in
a timely manner to parties responsible for taking
corrective action, including senior management
and the board of directors.
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INSTEAD OF GOING ON GUT FEELING, A COMPANY CAN INSTEAD ACT BASED
ON DATA. BUT THIS REQUIRES THAT YOU CAN SIFT THROUGH THIS ENORMOUS
AMOUNT OF INFORMATION TO FIND WHAT YOU NEED. SMART DATA TRIES TO DO

JUST THAT, TO GIVE YOU THE RIGHT DATA AT THE RIGHT TIME."
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Editor's Note

Sharon Witkowski Tabib
CPA, CIA, CRMA

What went through the mind of a young 34-year old woman, who for five years had
led a double life?

On the one hand, pleasant personality, Assistant Manager in an Investments
Department, devoted and respected by her clients and superiors and a motherof
children. and On the other hand, stealing more than NIS 250 millions from the bank
where she worked, causing the terminationof her colleagues and the bank’s final
collapse! There is no answer to that...

| still remember the urgent call | received one Sunday morning in 2002: “Sharon, get as
fast as you can to the Trade Bank with an audit team. A large embezzlement has been
discovered. It needs to be investigated”.

The first day on which the bank’s employees arrived at their work place will always be
engraved in my mind. The surprise and the shock on their faces were an evident. They
sataround, told us stories about their friend Eti, her acts of kindness and her willingness
to help everyone. At this point, they had obviously still not grasped the consequences
of her actions. They led me to her work station and showed me, with almost a sense
of pride, the certificate she received for outstanding work in entrepreneuring.

Towards noon | could see the truth finally dawned on them. | began to see more
and more grim faces as they grasped the size of the storm that hit them. The
employees were shocked from what she had done and were anxiousns about their
future at the bank.

At midday the employees were told they could go home and that the bank would keep
them updated on further developments. We all know the outcome, there was no
continuity here - in a few days the bank collapsed!

My conclusion and the message that has been engraved in my mind as of that day: It
can happen anywhere .

Reviling a serious event of fraud or embezzlement can cause us shock and deep anxiety
therefore we, the internal auditors, must always be sharp and alert to such risks.
But is it enough?

Do professional skepticism, sharpnessand alertness necessarily enable us to identify
the next fraud?

To be honest, not nessecerily. The chance of not identifing a fraudulent event exists,
but we must do everything in our power to identify it.

In this bulletin, we focus on tools and techniques which internal auditors might
employ in order to stay alert and identify fraudulent financial acts as early as possible.
| sincerely hope that implementing internal controls and new methods, along with
increasing awareness for the ongoing activities in the organization and paying attention
to unusual activities, will mitigat the risk of potential fraud and embezzlement, or at
least make it extremely more difficult to carry out.

In conclusion, | wish to quote from Pirkei Avot (Ethics of the Fathers):

“It is not your responsibility to finish the work of perfecting the world, but you are
not free to desist from it either.”

As an analogy to our business — we the internal auditors may not necessarily discover
all frauds and embezzlements acts in the organization, yet we are expected to make
any effort to detect them, and we have no right to refrain from doing so.

Best wishes for happy holidays and enjoyable reading,
Sharon Witkowski-Tabib




President's Note

Doron Cohen
CPA, President IIA Israel - Institute of Internal Auditors

From time to time, a substantial fraud is detected in Israel or somewhere around the
world, and it immediately brings up the question: “where was the internal auditor?”.

On one hand, it is good that the public regards us, the internal auditors, as having an
important role in preventing fraud and embezzlement. However, on the other hand, it
also implies that there’s an expections’ gap between the role of internal auditors and
their actual level of responsibility.

According to the international standards for the professional practice of internal
auditing, internal auditors are expected to have sufficient knowledge to evaluate the
risk of fraud, but are not expected to have the expertise of a person whose primary
responsibility is to detect and investigate fraud.

The practical implications for the above are that internal auditors must address the
risk of fraud when preparing the annual audit plan, on top of various other risks they
assess. In addition, when performing an audit engegment, the internal auditor must
be conscious of the risk of fraud and drive to improve fraud prevention and detection
controls.

Occasionally, as a result of the audit work , cases of fraud and deception might be
revealed and then the internal auditor may take part in the fraud investigation.
However, it should be emphasized that fraud detection and prevention is not the
primary objective of the internal audit and it is unreasonable to expect that an internal
audit will detect all frauds with its limited resources.

It is our hope that through the present bulletin, which is dedicated to the prevention
and detection of fraud, you will familiarize yourself with the diverse approaches and
tools available when confronting this challenging issue.

The I1A Israel has been sucsessful in its efforts to influence the recommendations of
an interministerial team, to explore the possibility of setting up a special purpose
stock exchane for small and medium-sized companies. The interim report, issued in
November 2017, included a recommendation to exempt companies with a certain
volume of activity or characteristics from the obligation to appoint an internal auditor.
In a position paper published by the IA on January 2018, it was stated that the internal
auditor, as an objective and professional “gatekeeper”, acting as an agent of the board of
directors, represents an important line of defense for the organization, irrespective of its
size. The IIA position paper argued that the aforementioned directive, would adversely
affect investors and shareholders, as well as corporate governance in these companies.
Fortunately, the final report published in June 2018 did not include this recommendation.

Recently, llA Israel published a response to the draft regulation issued by the director of
the Government Companies Authority (GCA), regarding internal audit activities withn
goverment companies. Although The IIA commended the initiative to strengthen the
internal audit in this important sector, it also had reservations regarding some of the
recommendations. for instance, the draft regulation does not address the significant
matter of assuring sufficent resources for internal audit activities, in order to enable
it to function effectively. Furthermore, IIA Israel disagreed with the section of the
draft that stipulated that the CEA of companies of a certain size must be a company
employee. It is the position of the IIA that the decision about the CEA engagement
should be determined by the board of directors.

Wishing you an enjoyable reading,

Doron Cohen
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Until the next issue, which is expected to be
released on april 2019,
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