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| strongly agree that detailing the strength of internal audit *

functions in publicly traded organizations would be a positive

move that could go a long way toward improving investor
confidence in the markets.
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Internal audit reports may expose weaknesses in cybersecurity, competitive
disadvantages or expansion strategies, trade secrets, and other internal
considerations that could place the organization's success in jeopardy, if made public.
Indeed, such revelations could lead to reputational or financial damage, which could

hurt investors.

The relationship between internal audit and management also could be negatively
impacted if internal audit's results are made public. As a former U.S. inspector general,
audit results of my federal agency were routinely made public. The negative publicity
often had a chilling effect on the willingness of management to be open and
transparent with me. A senior agency official once told me: "Richard, there are several
areas where | suspect we have problems. But | would never ask you to look at them.

Your reports are public."

Pulling the curtain back to reveal the inner workings of an organization's financial
health is what gave birth to modern internal auditing. But any effort to pull the curtain
back further is fraught with danger and must be approached cautiously.
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Corporate Culture: Evidence from the Field

John Graham, Duke University — The Fuqua School of Business
Campbell Harvey, Duke University — The Fuqua School of Business
Jill Popadak, Duke University — The Fuqua School of Business
Shivaram Rajgopal, Columbia Business School

DUKE

THE FUQUA
SCHOOL
OF BUSINESS

Surveys §;°‘°

1900 CEOs and CFOs responded A% ¢
O

D
Interviews E‘ ‘

In-depth interviews with companies that ‘
represent 20% of the U.S. market capitalization
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Corporate Culture

&~ A

Strategic Plan

Operating Plan
CEO
Marketing
Production Process

Finance Function

0% 13% 25% 38%
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53%

35%

18%

0%

Very Important
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Important

Somewhat Important
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Gartner

'Iﬁing cultural mission/vision/

mﬂng values into specific

Communicating with employees
~about the culture

Role modeling the culture

Measuring,/assessing tW

ldentifying talent process barriers
to embedding culture in workflow

Identifying business process barriers
to embedding culture in workflow

Addressing talent process barriers
to embedding culture in workflow

Addressing business process barriers
to embedding culture in workflow

=190 HR leaders.

CEB 20717 Culture Benchmarking sunvey.

otals may not equal 100% due to rounding.




Mot a Barrier

Somewhat a Barrier

Significant Barrier

Employees Exhibiting Legacy Culture BehaviorsP 13%
Complex Organizational Structuresh 22%
Misaligned Decision-Making Processes |  20%
D I D D n Workforce Dispersionp  18%
NN nl:l‘]n nynonb Lack of Manager Buy-In 25%
Lack of Leader Buy-In 31%
Lack of Employee Trust in Leaders P 32%
@: Misaligned Resource Allocation Processes 28%
Lack of Employee Trust in Managers 31%
Lack of Employee Buy-In 23%
Lack of Employee Capahility 25%
Misaligned Performance Management Processes 40%
Lack of Employee Trust 43%
Misaligned Recruiting Processes 43%
0% 50% 100%

n=265HR leaders.
Source: CEB 2017 Culture Benchmarking Survey.
Mote: Totals may mot equal 100% due to rounding



Engagement Survey D
Exit Survey D

C Focus croups
Focus Groups D
nTITD IDjT Fulse Survey

NIDNN NA'N2D
n | IXDI—] Employee Interviews

Leader Interviews

Annual Performance Review

Internal Communication
Platforms

Vendor-Provided Culture
Assessment

Other Internally Developed
Survey

External Communication
Platforms

Simulation Exercises | 2%

Organizational Network | 29
Analysis

Other®

Shadowing,/Work Observation 5%

7%

47%

44%

43%

40%

29%

27%

24%

22%

62%

68%

84%

0%

n =265 HR leaders.
Source: CEB 2017 Culture Banchmarking Survey.

50%

Other responses Included new-hire onboarding activities and other Internal surveys.

100%



BOARD

-

Establishes ethical framework
Sets the tone from the top
Establishes risk appetite

-

.

* Has oversight of culture

SENIOR MANAGEMENT

¢ Implermentation and monitoring of desired culture

* Leadership of ethical framework and culture

O

HUMAN RESOURCES NN INTERNAL AUDIT

@

b

@

* Shaping, reinforcing and
changing culture
* Organisational change

* Alignment through
recruitment. training.
performance management,
rermuneration and other
incentives

* Monitoring and mitigation
culture risk

* Ensuring the risk appetite
Is set

* Assurance over risk

* Assurance over risk
management and
appropriateness of controls

* Assessing whether
decisions are made in line
with the risk appetite

* Providing an independent
view of whether the lived
culture is in line with the
desired culture

Source: Managing Culture — a good practice guide
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Strategy Leadership

+ Business strategy + Tone from the top

+ Mission + Communications consistency

«+ Vision, values, & behaviours + Role modelling

+ Ethics & conduct + Recognising good behaviours

+ Alignment throughout the organisation + Treating customers & suppliers fairly

People Management Resource Management

Supply chain management

+ Physical assets

+ IT tools/presence
Financial controls

+ Front office/back office

+ Third-party service providers, contractors, agents,
alliance, partners, & acquired companies

+ Marketing materials

+ Recruitment & retention

+ Competence & capability

+ Reward & recognition

+ Succession planning & talent
management

+ Performance management

. Process Management Corporate
and Change Responsibility
Riskmanagement & lines of defence + Environmental impact

+ Processes critical to culture + Sustainability

+ Business policies & standards + External coverage & perception

+ Call scripts & letters + Communityimpact

Welcoming customers
+ Transformation

Source: A Journey Into Auditing Culture
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Control Environment

s[5

Iten
-

Principle

Points of focus

Question

CONTROL EN¥IRONMENT

11

110

11

11z

Principle 1-
Demonstrates
Commitment to
Integrity and
Ethical ¥alues —
The arganization
demonstrates a
COMmMmitment ko integrity
and ethical walues,

= Setsthe Tone at the Top - The board of directors and
management at all levels of the entity demaonstrate through
their directives, actions, and behaviar the importance of
inteqrity and ethical walues w0 support the functioning of the
systemn of internal control

I= the bioard of directors and management™s commitment ko inkegrity and
ethical behavior communicated effectively throughout the organization,
bathin words and deeds?

Do the board of directors and management lead by example?

Iz the tane set by the board of directors and senior management
communicated through bo warious operating units?

Do such communications consider the various factors, including potential
barriers, that may be present at each unit [2.g9. cultural, language]?

I= the tone exhibited by management of operating units consistent with that
=et by the board of directors and enior management?

= Eztablishes Standards of Conduct - The expectations of
the board of directors and senior management concerning
inteqrity and ethical walues are defined in the entity™s
standards of conduct and understood at all levels of the
arganization and by outsourced service prowiders and
business partners.

Iz there a code of conduct andfor ethics policy and has it been adequately
communicated ta all levels of the organization?

It there is a code of conduct, does it provide standards to guide the
organization®s behaviors, activities and decisions?

|z the organization’s commitment ko integrity and ethical behavior reqularly
communicated to joint wenture partners, suppliers, sales distributors,
outsourced service providers and other business parkners?

Ooes the organization have a process in place o communicate standards
of conduct throughout the organization, including external
partnersioutsourced serdice providers?

Are those in top management hired from outside made Familiar with
the importance of high ethics and controls?

|z the organization’s commitment Lo integrity and ethical behavior included
in training for new employess and contractors?

- Evaluates Adherence to Standards of Conduct -
Proceszes are inplace to evaluate the performance of
individuals and teams against the entity’s expected
standards of conduct,

Ooes the organization have a process o evaluate the performance of
individuals and teams against its standards of conduct?

= Addresses Deviations in a Timely Manner - Deviations of
the entity*s expected standards of conduct are identified
and remedied in a timely and consistent manner.

Has the organization established bolerance lewels for deviations toits
standards of conduct? Are such tolerance levels communicated
throughout the organization? Are deviations evaluated in a timely manner?

Ooes the organization periodically analyze issues toidentify trend= and
root causes to evaluate whether modification of policies, communication,
training or controls are neces=ary?

COSO
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