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..no need to talk 
about the obvious..
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..but rather on what 
we still don’t know..!
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✓Malware (no negotiation..)

✓ Ransomware (..some negotiations..)

✓ Cyber Extortion (..crisis negotiations..)

Levels of Cyber-extortion
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Ransomware
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Logic of Simple Ransomware: Trafic
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Complex Ransomware: Catch a Big Fish
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Negotiating Ransomware: 3 Steps
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Step 1: Call a professional to access backup.
Step 2: Call a professional to search for a key.
Step 3: Call a professional to negotiate.

+972-544-694-345



Negotiating Ransomware: Available Keys?
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Negotiating Ransomware: Never Lie
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Negotiating Ransomware: Ask for a Discount!
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✓Malware (no negotiation..)

✓ Ransomware (..some negotiations..)

✓ Cyber Extortion (..crisis negotiations..)

Levels of Cyber-extortion
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..when your data is “held hostage”, and it’s 

beyond ransomware..

Cyber-extortion Negotiations
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Real World Vs. Cyberspace

DifferencesSimilarities

No Operational 
Alternative

Damage/Risk Level

No Professional 
Management

Complex Ecosystem

No Guarantee

Practice of Payment
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1. Targeted Attack

2. Level of Sophistication

3. Level and Scope of Communication

Cyber-Extortion
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Cyber Extortion: Different Types of Losses

Direct financial loses

Indirect financial loses: Brand, Legal

Damage to company’s structure and 

internal relationships
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Cyber Extortion: Types of Motivation

Money
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Cyber Extortion: Types of Motivation

Revenge 
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Cyber Extortion: Purpose of Negotiations

Negotiating for a better deal

Negotiating for intelligence

Negotiating for time

Negotiating for operational advantage
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Step 1: Profiling
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Step 2: Assess the Cost of No Deal
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Step 3: Build Relationship
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Step 4: Move toward a Deal
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Step 5: Expect No Guarantee
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Cyber Extortion: Negotiators’ Objectives

1. Diagnose the crisis;

2. Engage constructively with attackers;

3. Assess the cost of no-deal;

4. Support the technological effort;

5. Improve the terms of the deal;

…in order to support a better decision 

making..
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Negotiations: Working Assumptions

You are one member of a larger team.!

Remember that the other side knows much 
more than you do..!

Remember that in cyberspace reality moves 
much faster than in the real world!
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Negotiations: Professional Tips

Professional engagement as early as possible;
Respect, respect, respect;
Identification of motives and psycho profile;
Look for behavioral patterns;
Expand the conversation and build relations; 
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Cyber Crisis: Professional Management 

CEO Public 
RelationsBoard

IT

Security

Forensic

Investigation  

Legal

CFO Negotiator
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Insurance
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Professional crisis negotiation,
as well as crisis management is
a fundamental component in
dealing with cyber extortion and
ransomware attacks, as well as
preparing IT teams to act as first
responders.

Bottom Line 
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Thank you
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Moty.cristal@interventisglobal.com
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