Fighting
Financial
Fraud
Together>

> Alon Cohen
nsknox

RERRT 151505




NnsKNnox
(201b)

knox

FinSec

nsknox

INntezer
(201b)

7]
Ng
LI

intezer

Cyber

FilesX (2004)
(Sold to IBM)

File<y

Data Storage

g CyberArk (1999)

(Nasdag: CYBR)

c

CYBERARK

Cyber




" The Big-Bang
ot - of Technology

seekmg stability in the oftermgth | |
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The

Technology
Chaos

A flood of continually
Introduced new technologies
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The

Security
Chaos

The cloud, frequent technology: '3@2.{5?\
updates, growing technological = ==l

complexities, global Connect|V|ty g
high employee turnover

\ \ 3

nsknox




The

Regulatory
Chaos

Regulations can't keep up
with ever changing needs
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éq'hizgti‘onsare constantly battling

ber fraud attacks
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Payments Fraud
Reached a Record High

Payments fraud: still your
company’s most powerful threat.

{7 i} Public Service Announcement (g
Ot ; :{\ FEDERAL BUREAU OF INVESTIGATION =

Jul 12, 2018 | BUSINESS E-MAIL COMPROMISE THE 12 BILLION

DOLLAR SCAM

2018 AFP® Underwritten by JPMorgan




Cyber Fraud via Social Engineering:
The Case of Evaldas Rimasauskas

His Alleged Email Scam Swindled $100 GThl?do
Million. Now, He's Set To Be Extradited ud A |

2017 - 152 P Facebook and Google were conned out
' counows of $100m in phishing scheme

Not even two of the biggest US technology firms are safe from
fraud, as the social network and the search company named as
victims of sophisticated attack

El Google §

knox




Cyber Fraud via
INnfrastructure Manipulation:

The Case of SWIFT—

ComputerWeekly

$81m cyber heist highlights gap
between attacker and

defenders, says Swift

Secure messa ging service Swift was surprised by th g p n banks’
cyber security practises highlight dby ega cyber hei y s CISO
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Current Fraud Solutions Can't
Keep Up With The Fraudsters

> Enterprises trust their banks
for their protection

> Banks lack the required
information about our
business and our payees’
business
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electronic communications are an increasingly familiar and pervasive problem, exposing
individuals and companies, including public companies, particularly those that engage in
transactions with foreign customers or suppliers, to significant risks and financial losses. The
Federal Bureau of Investigation recently estimated that these so-called “business email

Eve n compromises” had caused over $5 billion in losses since 2013, with an additional $675 million in
Th e S E C adjusted losses in 2017—the highest estimated out-of-pocket losses from any class of cyber-

facilitated crime during this period.'
Has Ruled: waiion. the Commission considered wheths
Organizations l l
Must Act
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Issued in October 2018

9 companies, with losses at tens
of millions of dollars, investigated

Companies and

"‘Business Email Compromise” fraud
: ] . Fon’s (“Commission”) Division of
is considered a serious threat D )

ertain public issuers that were victims of
Becurities laws by failing to have a sufficient

Such threats need to be considered when designing
and implementing internal accounting controls eyber-related fauds. Tn those rauds company

se compromised electronic communications purporting to

ndor, causing the personnel to wire large sums or pay

All com pQ nies need to ve ny that their by the perpetrators of the scheme. Spoofed or manipulated
e an increasingly familiar and pervasive problem, exposing
orocedures and controls would prevent glcludzesublic companics pattinlady thosc that cozasciin

losses
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31 October 2018

‘Er‘ities mMay need to revisit
their controls related to the
authorization of the transfer

of funds and changes -
to vendor master file dOtQ’ f ‘




for Every Auditor
in Fighting Payments Fraud
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#1 Must

Have

Ensuring that payment
security is on the
CISO'’s priority list
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Cyber-Grade Verification
of All Payment Information
& Communication

All payment information, either local
or received via email, phone or fax

are never trusted w/o cyber-grade
authentication and verification
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Real-Time End-to-End Controls

All payment data, requests and
authorizations are veritied in real time,
at each step of the transaction journey.
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Centralized &

Independent Controls

for all payment-related processes.
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A comprehensive

and enforceable list
of payment policies
where requests that don't

accord are automatically
routed for explicit approval.
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Maximum payment

thresholds for vendors

which trigger automatic
blocking or explicit approval of
transactions that exceed them.
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Cyber-Grade
KYC Process

IN supplier onboarding



Requests for changes
to vendor master file data

to be automatically routed in real time
for an independent verification w/ an
authorized vendor representative.
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Prohibiting Out-of-Band
payments at all-levels.

y
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No Single-Point Of Failure
Across The Enterprise

nsknox



TxAuthority™

The Weapon of Choice in
the War on Cyber Fraud
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with real-time detection and protection

Detects and prevents broad
majority of fraud attempt types

Secures transactions with the
approved supplier and account
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Analyzes all data at every
point in transaction journey
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Easy installation with AP/AR
operational efficiency

Helps ensure SOX & SEC
compliance and D&O Liability

Ensures no single
point-of-failure
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